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Philo 141:Fundamentals of Quantum Mechanics Final Paper

Quantum Cryptography: An Analysis of “Practical Quantum Cryptography for Free Space Communications”


Though the framework and models for quantum cryptography have been well established in the past two decades problems still remain in practical application of techniques through physical mediums. This paper will first provide a brief synopsis of  quantum cryptography theory, and will then examine R.J Hugh’s paper on efforts in creating practical process for transmission of quantum cryptographic keys, the code which makes secure quantum cryptography possible.  In 1989, Bennett and Brassard accomplished successful experimentation with the transmission of a message encrypted using quantum keys.  Consequently most of the theoretical philosophical and security problems have already been effectively addressed through application of standard digital cryptography and computer science methods such as bit checking and “privacy amplification”, as well innovative linkages to classical mechanics.  Large physical problems still remain though in quantum transmission.  The trouble comes because of the ease at which quantum information can be lost or upset across distance.  The transmission problem was and is one of the fundamental problems with quantum cryptography, and so the research done in Hugh’s paper proves to be a valuable step forward in the development of one of the first real life applications of quantum mechanics theory.

  The practical implications of quantum mechanics on cryptography were first introduction by Bennett and Brassard in the 1984
 with the introduction of their quantum key distribution scheme also known as QKD.  This was a system similar to a digital public key system in which random string of bit numbers would be generated in order to provide a public key that users could use to encrypt and decrypt messages or data to send securely. Though a logical uncrackable system using this type of digital encryption was developed called the “one time pad” system, it proved to be extremely unwieldy not only in generating keys, but in their delivery and destruction. The system worked in three stages with the scenario consisting of three agents Alice and Bob who are trying communicate securely, and Eve who is trying to interfere.  First, Alice transforms her message into a series of 1s and 0s. Second, Alice creates a key--a random series of 1s and 0s that is as long as the message. Third, Alice adds each element of the key to the corresponding element of the message, to create an encrypted text also made up of 1s and 0s. Finally, Alice sends the encrypted text to Bob. This type of code is impossible to crack because each element of Alice's key is random. A problem arises though with the delivery of the key.  She cannot send the key unencrypted because an outside force, Eve, can steal it, and she cannot encrypt it because she then has to tell Bob the key she used to encrypt the key that she used to encrypt the message, creating a circular problem.   Bernard and Brassard observed this and came up with a quantum mechanical framework mimicking the “one time pad” process.  Using photons polarized in different directions, they created a quantum equivalent for 1’s and 0’s.  The keys and message could then be generated the traditional way. 

 However there were now several important security differences, due to particle behavior in quantum mechanics.  If Eve tried to "tap" the key transmissions she would be unable to because to the indivisibility of quanta.  If Eve tried to eavesdrop, the result of her measurement would not be thought of as revealing a "possessed value" of a quantum state.   In addition Heisenbergs uncertainty principle ensures that Eve’s activities would produce an irreversible change in the quantum states (her measurement would cause a collapse of the wave function and a consequent state “jump” changing the key ) before they are retransmitted to the intended recipient. These changes would be reflected to Alice and Bob by a very high error rate in the transmissions allowing them to detect the attempted eavesdropping.  Quantum cryptography provided security measures unprecedented in traditional cryptography schemes.  There was though an important piece missing from the process.  One can already see how Eve is prevented reading the message but these factors make it equally difficult for the actual recipient of the key, Bob, to read the message as well.

Again the two scientists who had given birth to quantum cryptography had the answer, involving the use of two polarizing filters
.   The process is as follows. Alice needs to send a key to Bob, which he can then use to decipher a future coded message. To do this, Alice starts with two polarizing filters oriented at 0 degrees and +45 degrees, representing 0 and 1 respectively. Bob has two similar polarizing filters oriented at 90 degrees and ​45 degrees. For the key, Alice sends Bob a string of randomly polarized photons representing 1s and 0s. Bob then tries to measure the polarisation of each photon by randomly switching between his two filters.  A photon striking a filter oriented in the same direction will always pass through. Conversely, a photon striking a filter oriented perpendicularly will never pass through. But a photon hitting a filter that is diagonal to its own orientation is in a superposition, with a 50:50 chance of passing through or being blocked. Suppose Bob chooses his ​45° filter to measure a photon from Alice, and no photon passes through. He cannot know whether Alice sent a +45° photon (meaning 1), which is always blocked, or if she sent a 0° photon (meaning 0), which is only sometimes blocked. If a photon does pass through his filter, he can be sure that Alice sent a 0° photon. 
         This means that Bob knows that if a photon passes through his ​45°filter, Alice must be sending him a 0. Similarly, if he uses his 90° filter and the photon passes through, then Alice must have sent a +45° photon. When Alice sends polarized photons to Bob, he will be able to establish with certainty the bit value of a fraction of them. Alice could send a series of a hundred photons, each one polarized at random, while Bob randomly switched between his filters. Typically, three-quarters of them would be blocked, but Bob would know the bit value for those got through. Bob could then tell Alice exactly which 25 photons he received. These would form the key for encrypting a subsequent message, a successful employ of quantum cryptography. 

Eve can now be detected again through error rates.  After choosing a key, they pick some of the bits at random and declare their values to see whether they agree. If there is any discrepancy, they assume that Eve has been eavesdropping and they abandon the key and start again. If there is no discrepancy, they assume that it is safe to use the key as the basis for encrypting a message--having first discarded those bits that they disclosed during the error-checking procedure.  It is important to note that this entire process is based on single photon exchange (single photon basis).    Researchers have found that use of a single basis often emulates classic results allowing them to use classical communications to communicate a random subsection of shared bits, and quantum communications to actually compare messages.  The tie in to classical mechanics also allows for traditional error checking and privacy “amplification”, helping to protect against more advanced forms of attack.

   Having established the groundwork of how quantum cryptography actually works we now arrive at the physical problem of transmission that has arisen out of this process, and the approach that R.J Hugh’s and his team are taking at Los Alamos National Laboratory to solve the problem. As mentioned, the primary concern is with the transmission of the quantum information across significant distances, because the polarity of the photon is hard to maintain.  Like experiments involving total of nothing boxes scientists saw polarity shifts even when nothing was actively affecting the photon. Scientists, including the team working on free-air transmission, worked around this initially by using optical fiber to transmit the information, which proved to safeguard the photon.  The procedure using optical fiber maxed out around 48 km though, after that the photons were simply absorbed.  Los Alamos National Laboratory scientists seeing this seemingly intractable limitation considered another method, transmission through air, most likely beamed to satellites or transmitted to special receiving stations.

As outlined in their paper, “Practical Quantum Cryptography for Free Space Communications”, air provide a unique transmission medium in that if the photons were transmitted on an appropriate wavelength they could avoid interference from other molecules in the atmosphere, as well as minimize turbulence.  Using lasers and current optics technology they could send a photon down a wavelength, they chose 770 nanometers, which they described as having a “high transmission window”, where the photons polarization could be guaranteed to remain stable. Also an important development which helps make the process feasible was the availability of quality of single photon counting modules which could keep tally of the generated bits.    The effects of turbulence were still a concern. New problems arose though in with “jitter” (a constant variation in the time the photon takes to make the trip) and “beam wander” (caused by changes in the refraction index).  Solutions to these problems were fairly easy to arrive at, as they echoed problems already encountered in traditional satellite laser communications.  Jitter was solved through the introduction of a time pulse of light to create a “timing window” for the QKD photon to arrive, while the researchers used reflected light from the jitter light pulse to guide the beam.   The researchers next obstacle was to tackle was the large amount of background photons emitted by the sun or moon, depending on the time of day they did their tests.  The researchers surmounted this problem by developing a precise receiver that will only receive along the path the QKD photon was sent, as well as filter that would only receive photons along a specified wavelength.  Given a night or day transmission, they could send QKD’s with varying levels of bit encryption, still well within the acceptable bounds for security.

In 1999 Hughs and his team of researchers conducted their first experiments using these new techniques, and successfully transmitted a QKD key .5 kilometers with an error rate of around 1.6%, which they considered within reasonable bounds.  This error rate still allowed detection of Eve, in that she would cause a much higher rate. Though not as long as test conducted via optical fiber, it nevertheless showed the promise of the technique. Hughs believes that if they can extend the test to 2km they can successfully transmit to satellites, in that levels of atmospheric turbulence are fairly constant up to that point before lessening as the photon enters the upper atmosphere and shoots into space.  Hughs feels the lessons and technology of modern optics and satellite communications already hold the power to produce the experimental results he is seeking.  If so humanity will have arrived at an important point were extremely secure private communication can occur, as well as edification in finding use for the more mysterious properties of our universe demonstrated through quantum mechanics.
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